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Fraud Detector Collaborative Machine Training

F-score 0.00000
Accuracy ©.99828
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Data Owner 5
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Data Owner 7
TP=0, FN=98, FP=0, TN=56863
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OO AXX XXX XXX XX O . 0%
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Data Owner 11
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Data Owner 12
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Data Owner 13
TP=0, FN=98, Wiy, TN=568¢%
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Fraud Detector Collaborative Machine Training

F-score 0.85567 Round 3 2N I\“3
Accuracy ©0.99951 ,/
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[phong@vt@@1 credit_card]$
F-score max ©.86154
Accuracy max ©0.99953

Data Owner 1
TP=85, FN=13, FP=18, TN=56845
XXXXXXX00000000000000000 68.4%

Data Owner 2
TP=85, FN=13, FP=18, TN=56845
XXXXXXX00000000000000000 68.4%

Data Owner 3
TP=85, FN=13, FP=18, TN=56845
XXXXXXX00000000000000000 68 .4%

Data Owner 4
TP=85, FN=13, FP=18, TN=56845
XXXXXXX00000000000000000 68 .4%

Data Owner 5
TP=85, FN=13, FP=18, TN=56845
XXXXXXX00000000000000000 68 .4%

Data Owner ©
TP=85, FN=13, FP=18, TN=56845
XXXXXXX00000000000000000 68 .4%

Data Owner 7
TP=84, FN=14, FP=17, TN=56846
XXXXXXX00000000000000000 68.4%

Data Owner 8
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Fraud Detector Collaborative Machine Training
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#5115 1i7: Google’s Federated Learning
EELEFEE)
* https://www.tensorflow.org/federated

« F—TVY—R:2019%3A

TensorFlow Federated: Machine Learning on Decentralized Data

TensorFlow Federated (TFF) is an open-source framework for machine D ©

learning and other computations on decentralized data. TFF has been
developed to facilitate open research and experimentation with Federated
Learning (FL) [, an approach to machine learning where a shared global
model is trained across many participating clients that keep their training
data locally. For example, FL has been used to train prediction models for
mobile keyboards [/} without uploading sensitive typing data to servers.

TFF enables developers to simulate the included federated learning
algorithms on their models and data, as well as to experiment with novel
algorithms. The building blocks provided by TFF can also be used to
implement non-learning computations, such as aggregated analytics over
decentralized data. TFF’s interfaces are organized in two layers:

Federated Learning (FL) API

This layer offers a set of high-level interfaces that allow developers to
apply the included implementations of federated training and evaluation to

thair avietinn TanenrElaw madale

from six.moves import range

import tensorflow as tf

import tensorflow_federated as tff

from tensorflow_federated.python.examples import mnist
tf.compat.vl.enable_v2_behavior()

# Load simulation data.
source, _ = tff.simulation.datasets.emnist.load_data()
def client_data(n):
dataset = source.create_tf_dataset_for_client(source.cliel

return mnist.keras_dataset_from_emnist(dataset).repeat(10

# Pick a subset of client devices to participate in trainin:
train_data = [client_data(n) for n in range(3)]

# Grab a single batch of data so that TFF knows what data 1

Google Chrome :;h = tf.contrib.framework.nest.map_structure(

18



Google’s Federated Learning D & fh 1k

“We're already using Federated Learning to
improve several Google products. The Pixel first
and second generation phones, for example, use
Federated Learning to surface more accurate,
useful settings search results so that people can
find what that they re looking for faster. The Pixel
has thousands of settings to adjust, from font size
and brightness to app preferences and battery
use. Different settings apply to different people
and use cases, so personalizing users’ experiences
with machine learning can help people more
easily find the one that they care about.”
https://ai.google/stories/ai-in-hardware/

°.'\

Google Pixel 3
2018/11H°5
HEXT
ARFESNTLVS
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Shokri & Smartikov ACM CCS 2015 Google® NICT DeepProtect 2

NICT DeepProtect 1 Federated Learning

e
@ JEREHA, L&, [EIHA [RIHA D 7 [RIHA @ A
¢ N WEC DA MZa—FNWExYy NT—TDEH PMZa—TJIxy NT—TDEH
:Za—Flxy b T =T DEH :Za—FIxy bT—0 DEH V:Za—FIxy FT—7 DEH
FESNEP L FESNEP L FESMNEP L
A (BR1 ’Prlgx@iﬁ?fi) R A~ — l\77r/ (\ ﬁ@fﬁnd)i D 7%) KA

R. Shokri, V. Shmatikov: Privacy-Preserving Deep Learning.

ACM Conference on Computer and Communications Security 2015: 1310-1321

B. McMabhan et al.: Communication-Efficient Learning of Deep Networks from Decentralized Data.

AISTATS 2017: 1273-1282

(DeepProtectl) L. T. Phong et al. :Privacy-Preserving Deep Learning via Additively Homomorphic Encryption.
IEEE Trans. Information Forensics and Security 13(5): 1333-1345 (2018)

(DeepProtect2) L.T. Phong, T.T. Phuong: Privacy-Preserving Deep Learning via Weight Transmission,

IEEE Trans. IFS, 2019, accepted
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REMHEFEREDLR

i Y —/\[Z | FRY—/N+FIED fE&
XNTHEEM | FESMBICHT S el
REM
Shokri and Onewayness Onewayness under JE R EA TLS/SSL
Shmatikov under subset subset sum* SGD
(ACM CCS 2015) sum*
NICTD Semantic security Onewayness under JERIHA TLS/SSL
DeepProtect 1 under encryption subset sum* SGD +
#[RBrES
Google® Onewayness Onewayness under EHE TLS/SSL
EEFE under subset sum subset sum* SGD
NICTD Semantic security Onewayness under FHA TLS/SSL
DeepProtect 2 under encryption subset sum* SGD +
HERES

*More generally, solving a system of non-linear equations where #unknowns > #equations

21



fib 7

= 8=

— 2y (ERCEAT—5)
EER (1/2)

UCI
Dataset Name

Known accuracy |

Known F-score

(in [6], data privacy is preserved)

Percentage of label 0
(or label 1 if higher)

Our system accuracy | Our system F-score

(data privacy is preserved)

Pima (diabetes) 80.70% 0.688525 64.29% 85.06% 0.763636
Breast Cancer 98.20% 0.962406 64.04% 99.31% 0.989304
Banknote Authentication 98.40% 0.984615 55.97% 100.0% 1.0
Adult Income 81.97% 0.526921 76.38% 85.90% 0.664362
Skin/NonSkin 93.89% 0.960130 79.53% 99.95 % 0.998655

7’74/ \“/_ﬁn

A XA T1vY XA
(Aono et al., IEICE Trans. 2016)

UCIT—%tvh
https://archive.ics.uci.edu/ml/index.php

TS5AN—RE
TA4—T53—=27

(DeepProtect 2)
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thTr—2tyk (EELEAT—2)
Z AL V-5EE%(2/2)

T4\ —RELGL

DOF7ILaYX L
Algorithm Error
UCI K I_ E;T;—_—_————_—__ I;?54 1 0 | Our system accuracy | Our system F-score
Dataset Name 2 (C4.5-auto 14. 46 er) (data privacy is preserved)
Pima (diabetes) 3 C4.5 rules 14.94 85.06 % 0.763636
Breast Cancer 4 Voted ID3 (0.6) 15.64 99.31% 0.989304
Banknote Authentication 100.0% 1.0
Adult Income 2 ¥gted ID3 (0.8) ig gz 85.90% 0.664362
Skin/NonSkin 7 1R 19.54 99.95% 0.998655
8 NBTree 14.10
9 CN2 16.00 _ .- _
10 HOODG 14.82 TSAI\—RE
11 FSS Naive Bayes 14.05 — —_ N
12 IDTM (Decision table) 14.46 74_77_—/7
13 Naive-Bayes 16.12
(Aoni14 Nearest-neighbor. (1) 21.42 (DeepProtect 2)
15 Nearest-neighbor. (3) 20.35
16 0C1 — > & = S~
17 Pebls To3AN—RELLEHDE,
— -— N ,
Adult IncomeT—2tYMZIHUNT., i
— o — » & = ~
UCIT—42tvk KHEM(TTAN—RELGL)DFEEE

https://archive.ics.uci.edu/ml/i HARTH, (FERAZLULEHS.



E {8 % LV -5RER:
ResNet + CIFAR (10/100)

it Az
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ResNet

CIFARv‘-‘—’SIt%
= ~ BB

DeepProtect2°
FEE L. BEEHYDFEE R
EFIFTEDLEL
Vs

B 575

Network mOdel’ Dataset Tx()lr)iginal Tﬁlp)loadCtxt Tfilo)wnloadCtxt T(ea)c Tfile)c
CNN, CIFAR-10 37 (sec.)  0.056 (sec.) 0.056 (sec.) 0.130 (sec.)  0.06 (sec.)
ResNet20v1, CIFAR-0 59 (sec.) 0.013 (sec.) 0.013 (sec.) 0.064 (sec.) 0.06 (sec.)
ResNet-32v1, CIFAR-0 87 (sec.)  0.023 (sec.) 0.023 (sec.) 0.066 (sec.) 0.06 (sec.)
ResNet44v1, CIFAR-100 122 (sec.) 0.032 (sec.) 0.032 (sec.) 0.091 (sec.) 0.085 (sec.)
ResNet-110v2, CIFAR-100 322 (sec.) 0.165 (sec.) 0.165 (sec.) 0.179 (sec.) 0.138 (sec.)
“In the table, the time for training over plain local data T S)Ir)lglnal dominates

the others.

(a) Experiments with CIFAR-10 (b) Experiments with CIFAR-100

airplane
automonite o210 0 T8 e e ] o s .
= N ™ A "
e Sl NES ¥ R ) "
cat el el L AR & _ -
T > Ne = 0.7 w05
wr MY ESVERS ! :
- ] = o T
wg  [HE-Ss B E 8 08 5 04
f i\ oy = £
oo [ N I S P O A 7 05 £ 03]
X, — = R
norse [ R N 6 ) I B SR TS TR o 02
f P ; = Reshet-32v1
ship E g S !‘ — g ’ ! 03 ResMet-20v1 01 —— ResNet-110v2
truck d‘ nﬂgiﬂ =] — N FasNet-ddvl
h : m T T T T T T T T T T T T
0 20 40 B0 BO 100 0 20 40 B0 BO 100

https://arxiv.org/pdf/1512.03385.pdf
https://www.cs.toronto.edu/~kriz/cifar.html

Central epoch Central epoch
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